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Amber
We consider the 

estimate is 

unlikely to be 

materially 

misstated 

however 

management’s 

estimation 

process contains 

assumptions that 

are not fully 

supported with a 

clear rationale as 

to their relevance 

and 

appropriateness
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Amber
We consider the 

estimate is unlikely to 

be materially 

misstated but have 

commented on page 

13 in relation to £9.3m 

of investment property 

that is not revalued 

annually, contrary to 

the requirements of 
the CIPFA Code. 
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Green

We consider 

management’s 

process is appropriate 

and key assumptions 

are neither optimistic 

or cautious. 



(2023: net pension 

surplus £88m)
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Green

We consider 

management’s 

process is 

appropriate 

and key 

assumptions 

are neither 

optimistic or 

cautious 
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Green

(following 

audit 
adjustments)

We consider 

management’s 

process is 

appropriate 

and key 

assumptions 

are neither 

optimistic or 

cautious 
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Amber

We consider 

management’s 

process 

contains 

assumptions 

that we 

consider to be 

optimistic

The 

application of 

CIPFA Code 

and statutory 

guidance is 

considered to 

be towards the 

aggressive 

end of the 

acceptable 

range



 Green  Green  Green  Green

 Green  Green  Grey  Grey

Assessment

  









Assessment Issue and risk Recommendations



Green

Inappropriate access to configure and delete audit log in production 

During our review, we noted that twelve (12) users had the ability to both 

configure and delete audit logs via SAP T-Codes SM19 and SM18, 

respectively. These users were understood to be IT officers from the BASIS 

and HD-One teams. 

Risk

Access to audit log configuration (via SM19) within SAP gives users the ability 

to create, modify or delete audit logs owned and configured by other users. 

Where this ability is not appropriately restricted, audit logs may not be 

sufficiently maintained. Sufficient logs may not be available in the event of 

investigations for error or fraud detection.

Management should segregate a user’s ability to configure (SM19) and delete (SM18) 

user security event logs within production. We also recommend the management also 

review the assignment of this access. Where possible, limit users with these privileges 

assigned to members of the System Support and related service teams.

Any users that do not require these privileges in an ongoing manner to perform their job 

role should have this level of access removed. If for operational reasons access cannot 

be fully segregated, alternative options to mitigate the risk could include usage of 

Firefighter accounts with a set validity period based on formal approvals.

Management response:

HD One and the Basis team require elevated access which, as part of the application, 

gives them access to SM18/SM19. SM19 is an integral part of this elevated access; it 

cannot be segregated from SM18; to do so would prevent them carrying out their jobs. 

The number of staff with this access has been reduced to the smallest number 

possible. All access is logged within SAP as standard, and this will be reviewed 

periodically with the teams concerned. It is also available for internal audit if required. 

We have reasonable and proportionate controls in place to manage this risk. 



Green

Segregation of duties conflicts between SAP change develop and 

implementer access

During our audit, a segregation of duties conflict was observed for the following 

users:

• SAPSUPPORT

• BYRNEC

These users were assigned SAP development key along with ABAP developer 

access in the development environment (via SAP T-Code SE38 or SE37 or 

SE80 or SE11 or SE11_OLD or SE13 or SE14) and transport access in the 

production environment (via T-Code STMS with S_TRANSPRT and RFC 

authorisations). We also observed that there was no proactive monitoring in 

place to verify the appropriateness of any developers also implementing their 

own changes.

We reviewed the TPALOG reports from both development and production 

environments and noted that there was no transport developed and import to 

production environment by same users during FY22/23.

Risk

The combination of access to develop changes and the ability to implement 

those changes in production is a segregation of duties conflict that could lead 

to an increased risk of inappropriate or unauthorised changes to data and 

programs being made.

Management should review this access assignment to ensure developers do not also 

have access to transport utilities in the production environment that would allow 

changes to be implemented.

Where management believes for operational reasons, this access cannot be fully 

segregated a risk assessment should be undertaken and other mitigating controls 

considered (i.e. periodic monitoring of changes to identify those with the same 

developer and implementer and verify appropriateness). 

Management response:

Please note, all development work is undertaken by a separate IT team and the BASIS 

team implements those changes. Transport keys are therefore essential to their roles.

The developer key for SAPSUPPORT has been previously removed. 

The SAPSUPPORT user has been removed in production and replaced by a distinct 

user (SAPPRODSUP) without transport authorisations. The user will be locked and 

delimited unless it is required. A screenshot of this new user’s role has been attached 

separately. 



Assessment Issue and risk Recommendations



Green

Improvements to privileged generic account management

During our audit, we observed 3 generic dialog accounts that had 

privileged access within SAP. These three accounts were used by 

third party support consultants.

We noted that the activities performed via these generic accounts 

were not proactively monitored by management to ensure they were 

only used for approved reasons. 

Risk

Activities performed via shared generic accounts may not be linked to 

specific individuals, eroding accountability. Unauthorised transactions 

performed via these accounts may not be detected.

 

Management should consider performing an evaluation of the appropriateness and necessity 

of the generic accounts identified. This should include consideration of whether: 

• Activity could be performed through individually named users accounts with generic 

accounts reduced and only used for specific pre-approved activity; and 

• Accounts within the SAP application could be made into ‘SYSTEM’ user type, to allow 

them to run background jobs but not be directly accessible for login. 

• If accounts are obsolete or not-in-use and if they could be disabled or deleted. 

Where these controls will be owned / operated by external organisations management should 

consider disabling the accounts and only enable these accounts on need. Activities performed 

by the third parties should be monitored.

Management response

• These accounts are required contractually and used solely by trusted 3rd party support 

partners. All activity by these accounts is recorded in SM20 and available for auditing and 

review if required. The accounts are locked when not in use and access only granted by 

arrangement with the BASIS team which includes registration of the named consultant that 

will connect to the system. 

• As previously noted, we have reasonable controls in place to manage any risk associated 

with this item. 



Green

Sharing password protected document for Active Directory 

generic accounts

During our review, we noted that six (6) generic administrative 

accounts were shared and passwords for these accounts were stored 

in a password protected word document, which was accessible to the 

Server team on SharePoint. In additions, there was no mechanism to 

monitor the usage of these generic privilege accounts. 

Risk

Sharing password-protected documents on SharePoint presents 

several risks, including the potential for unauthorized access, 

difficulties in managing and tracking access to the passwords, and the 

possibility of passwords being compromised.

Where possible, privileged generic accounts should be removed, and individuals should have 

their own uniquely identifiable user accounts created to ensure accountability for actions 

performed. Alternately, management should implement suitable controls to limit access and 

monitor the usage of these accounts (i.e. by using a password vault tool, logging and periodic 

monitoring of the activities performed). Where monitoring is undertaken this should be formally 

documented and recorded.

Management response

This spreadsheet is secured in a protected SharePoint site that is only accessible to the server 

team. It contains service account details that cannot be securely stored in another location and 

only the Server Team can access this file.

The Council believes the mitigating controls are proportionate to the risk presented.

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach.

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach.



X

X

X

✓

✓

Assessment

✓ Action completed

X Not yet addressed
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